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In [7] the authors use the PageRank algorithm of Google to measure the security of a network
from an attack graph. Their hypothesis is that an attacker behaves quite similarly to a person
browsing the web. In contrast to our work, they do not consider the value of protected assets or
dependencies between attack states.

In [9], the authors present a framework called RheoStat that uses a cost-benefit analysis to
select responses to attacks. A cost is assigned to each asset, but no dependencies between assets
are considered and only one host is considered.

The work in [10] uses a Hidden Markov Model (HMM) to estimate the probability for a
network given observed intrusion alerts from an IDS to be in malicious states. In contrast to our
work, the authors only assign costs of each host being in a state. The impact is estimated either
computed as the total expected cost for all hosts or the average expected cost per host.

6 Summary and Concluding Remarks

We have presented a framework for assessing the impact to a network using data flows and an
impact model. By modeling the flow of data, we take into account dependencies between different
software applications and different hosts as well as dependencies between different data flows.
Thus, the operator does not have to consider the importance of different hosts. However, more
work is needed to really understand which services exists and how they retrieve and use the data.

An interesting extension, which we have been working on, is to use historical attack data to
estimate the probability of a successful exploitation. Thus, turning the P, function of Sect. 4 into
a continuous function in [0,1]. We will leave this work to a future publication.
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