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Background

The project will procure and introduce a new and complete administrative 
support system for elections, and execute e-voting trials in selected 
municipalities for the municipal elections in 2011.

• Specify the technological platform 

• Decide upon e-voting pilots for the 2011 local elections. The possible scope 
for pilots includes geography, voter groups and voting in a controlled or 
uncontrolled environment. 

• Procure an e-voting system 

• Secure acceptance of e-voting amongst both policy makers and the general 
population 

• Pave the way for, and assist in the organizational adoption of the e-voting 
system by the selected pilot authorities. 

• Procure partnerships for the running and maintenance of the e-voting system

• Plan for the eventual full scale adoption of e-voting in Norway



Why?
• Increased availability to voters 

• To meet the expectations of new generations of 
voters 

• To increase turnout in groups that are not provided 
with sufficient availability in the present system (eg. 
The handicapped, expatriates, citizens on temporary 
stays abroad etc.) 

• To provide a quicker and more precise result 

• To reduce costs in the long term 

• To enable low cost direct democracy (referenda) 



E-voting in Europe

• England started running pilots in 2001. Last pilot 
in 2007.

• Two cantons in Switzerland have used e-voting 
systems since 2005

• Estonia have had full scale e-voting in all 
national elections (4 total) since 2005. Latest in 
September 2009.

• France and Netherlands allow expat. voters to 
e-vote.



E-voting and security

• Truly secure e-voting is hard.

• In e-voting, the security requirements are really 
an operationalization of democratic principles

• Secure authentication (one voter, one vote)

• Secrecy of the vote

• Integrity of the ballot

• Anti-collusion (every vote counted correctly)

• These requirements far exceed the 
requirements for most systems



Inherently contradictory 
requirements

• The principle of one-voter-one-vote requires 
strong authentication

• The secrecy of the vote requires that it cannot 
be possible to establish a link between voter 
and vote

• Anti-coercion/vote selling measures require that 
we retain the link between voter and vote



Trust

 At the end of the day it's all about trust.

 If the people do not trust the process, confidence in 
democracy will erode. (or more likely: e-voting will 
die a swift and quiet death)

 Trust must be well founded.

 Trust is hard to win, easy to lose.

 The Netherlands learned this the hard way in 2006



Austria 2009:



What technology can't solve

Å We cannot stop coercion in the home

Å We cannot block anyone from looking over the 
voter's shoulder

Å We will alleviate (but perhaps not solve 
completely?) vote selling and coercion by 
allowing voters to

ï change their e-vote any number of times

ï cancel their e-vote by casting a paper vote



The Black Box Problem

Å The counting of paper ballots is a (reasonably) 
open and observable process

Å Paper ballots can be recounted

Å E-vote recounts are absurd

Å When you move an open and observable 
process inside a computer, you introduce a 
black box problem



The Black Box Problem

Å Our goal is to make the black box as 
transparent as possible.

Å Open Source

Å Eventual Common Criteria certification

Å A trade off between security and transparency

ï but we don't believe open source is a trade off

ï the trade off lies in extensive use of 
cryptographic techniques



The two dimmensions of secrecy

• From the surroundings (everyone except the 
authorities)

• From the authorities (the ”easy” problem(!))



The two dimmensions of secrecy

From the surroundings (everyone except the 
authorities)

It is in practice impossible for the authorities to defend 
against onlookers or coercers in the remote voters 
physical surroundings. 

By allowing an unlimited number of changes to an e-vote, as well 
as letting a p-vote override all e-votes, we reduce this risk

The decision makers must be made aware of, and chose to 
accept the residual risk.

If we can not sufficiently reduce risk, remote e-voting will be 
dropped from our scope.

From the authorities



The two dimmensions of secrecy

From the surroundings (everyone except the 
authorities)

It is in practice impossible for the authorities to defend 
against onlookers or coercers in the remote voters 
physical surroundings. 

It is also practically impossible for the authorities to 
guarantee that the remote voters PC is not 
compromised.

From the authorities



The two dimmensions of secrecy

From the surroundings (everyone except the
authorities)

It is in practice impossible for the authorities to defend against
onlookers or coercers in the remote voters physical
surroundings. 

– It is also practically impossible for the authorities to guarantee
that the remote voters PC is not compromised.

• This raises considerable challenges.
• The present threat picture indicates that the level of risk of a voters

home computer beeing compromised/pwned is unacceptable
• The hacker is in complete control of a compromised computer, and is 

able to observe, intercept and change any action performed on the
compromised computer. In a basic e-voting system a hacker could
concievably change any vote from party A to party B without the
voter’s knowledge. This could be automated on a large scale.

• Probability is unknown, but the consequence is extremely severe.
• We want security that in no way relies on the integrity of the e-voter’s

computer! Zero trust.



Integrity 

verifyer

Vote 

Collection 

Server

Voter Submission 

of vote

Verification  of 

vote integrity Count

Air gap

E2E verification

Air gap

A Zero Trust Architecture



What cryptography might solve

Å Integrity of the ballot

ï we don't trust that what they see is the real ballot

ï we don't trust that what's encrypted on the client reflects the voters
intent

ï we intend (hope?) to solve this using cryptographic techniques

Å End-to-end verification

ï e-voting leaves no paper trail, so how can I know that my vote was
counted?

Å Total anonymity

Å User friendlyness?



Cryptography is hard

Å Not a lot of people can really understand it

ï a concern is that it «blackens» the box

Å Frequently poorly implemented

Å We will try to alleviate this by asking 
academics to verify the protocols.

ï Close cooperation with UiB and NTNU 
throughout the project

ï By allowing any and all comers to verify the 
protocol, the people can chose whom to trust.



Some Brief Words on The Operating 
Environment

• The challenges of the operating environment 
must not be underestimated

• Control the count module and you control the 
election

• Control the election private key and you know 
everything

• Shared secrets must be created and distributed

• However, elections are full of competing 
interests, and we intend to put them to good use



Concluding remarks

Å No security through obscurity

Å Zero trust in the client

Å Operational security through competing 
interests

Å Openness, openness, openness!

Å Taking back elections from consultancies



More info

Download the system requirements specification.

Go to www.valg.no -> e-valg 2011

http://www.valg.no/

