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Those were the days..
Storm P. 1944.
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Identity systems and Security started early,
éalmost as old as creation itself.

But Identity systems came first:

- ôSo Adam gave names to all cattle, to the birds of the air, and 
to every beast of the field.ô(Genesis 2.19)

And since there is an asset (garden of Eden / tree of life etc):

- Apparently, there are threats and weaknesses 
Eve: ôThe serpent deceived me, and I ate.ô (Genesis 3.13)

And later, after eating the forbidden fruit of knowledge (!):

- óSo He drove out the man; and He placed cherubim at the east 
of the garden of Eden, and a flaming sword which turned 
every way, to guard the way to the tree of life.ô
(Genesis 3.24)

éééprobably the worldôs first reported access control system.

The invention of the SIM card had to wait for some years, however.
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What is electronic ID?

Some responses:

ÅòWhat I need and use to get access to my electronic servicesò 
(Mobey Forum 2008)

ÅHard to define ïITU -T has two major deliverables on IdM 
without being able to define the concept óIdentityô 

UICC = Universal Integrated Circuit Card (from 3G)

Electronic ID may comprise a set of data like keys and identifiers and also 
functions, protocols and infrastructures like PKI to provide:

ÅAuthentication, Authorization (for Access Control) and Audit

ÅElectronic Signatures for non - repudiation/Content Commitment

ÅSingle Sign -On (SSO) abilities

The SIM card ïor since 3G, the óUICCô, may cover many of these aspects.
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Scoping

The SIM card as a secure basis ID is here interpreted as a token 
or storage platform for:

- identifiers

- security functions for authentication, signatures, confidentiality 
and integrity.

- client programs where ID play an important role, like payment, 
net -banking, health records, etc.

- The security achieved due to the SIM card being under on - line 
MNO control when connected, and also benefitting from all 
aspects implied by the card being a part of a large ecosystem 
with many stakeholders with security targets.     
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Security Impact Argument Fields

These can be sorted into perspectives like:

ÅGeneral (G)

ÅTechnology (T)

ÅManagement (M)

ÅSociologic (S)

ÅOrganisatoric (O)

ÅBusiness (B)
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Stakeholders

MNO

Å AAA for protection of own business

End User

Å Access to resources

Regulators

Å E.g., forensics

3.Rd party SPs with security requirements

Åpiggy -backing own clients and managed Ids into existing portifolio of SIMs 

ï Benefitting  from the large infrastructure and connectivity of the mobile systems

ï The SIM Tokens already integrated and major cost taken by MNOs

ï Minimal education efforts on user groups.  
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The SIM card as a Secure Basis for ID 
General arguments

Å The very name: (U)SIM 
= (Universal) Subscriber Identity Module

Å Impact: SIM Card / UICC is a common factor in 3 -4 billion subscribersô 
devices and thus, under vast attention in the global arena. 

ï Many vendors to compete that also improves implementations from security 
point of view.

ï Cost: The high numbers also impact prices (MSPB).

ü Any other smartcards with cost down to 0,5 USD?

ï Awareness: people óknowsô it and its basic functionalities.

ï E.g. The use of PIN/PUK.  

ï Standardized technology (GSM/ETSI/3GPP) assuring its applicability in all 
sorts of devices (availability)

ï Usability: Carrier of identifiers for the worldôs most important legacy IdM 
system : Telephony

ï SIM: In use for some 20 years ïlong experience.

MSBP = More Security Per Buck
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Some factsé2007:
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All worldôs telephone catalogues
www.wayp.com

With associations to the SIM/UICC  - the óworldô can reach me.

(But notify that MSISDN numbers are not hardcoded in the SIM modules)
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Technicalities
HW-protection: 

A SIM /UICC is a smart card with internal processor, bus and 
storage.

ÅFulfilling the old TCSEC criteria to isolate sensitive data and 
functions on a separate and possibly small processing system 
(Trusted Security Base -TSB) that can be security evaluated.

- One example: 

Plus:

PKI-
enhance
-ments
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HW-protection: 

Åtampering protection

ï Can also be resistant to side channel attacks: 

Courtesy Dr. Klaus Vedder, Chairman ETSI SCP  



13 14 October 2009

SIM/UICCs options 
Common Criteria evaluated hw platform:

é.typically EAL 4+ (*) or higher

(*) also ~level for  payment cards, passports and SSCD

Ref. EPL: http://www.commoncriteriaportal.org/products_IC.html#IC
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Dedicated crypto coprocessor

Standard:

ÅRandom generator

Å(3)DES

Options  

ï AES 

ï SHA 1 Ą SHA 256

ï RSA 1024 Ą RSA 2048

ï Elliptic curve (EC)

ï Internal Asymmetric PKI Key pair generator

Comparable to some extent with CEN CWA EAL4+ SSCD: Class C 

(Secure Signature Creation Device).
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UICC 

Op. sys/ File-sys / 

I/O-Drivers etc.

UICC ïelements 
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GSM Allocated
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(5 connectors)
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UICC 
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éétomorrow: my mobile is 
becoming myé..é
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Signature 
applications/forms

- bank/finance/loan 
- Stock purchasing
- public affairs:

(eg. tax reports )
- university exams 

and:
- Auction bids  
- eVoting 
- invoice 
- work - flow controls

OR WHATEVER IS 
NEEDED

TO BE SIGNED

Payment by ePurse

Bank Account

Credit
Card

Payment/
mCommerce,
Invoices etc.

ePurse
Visa, Bank

Electronic ID ,
PKI

Games/
LottoElectronic

Signature

Message 
services

Transactions scemes:

SSCD ?

Signature / ID token with/ without payment 
services

SSCD ?

Smart Card

Sim

18

SSCD = Secure Signature Creation Device
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WIB and Proactive commands
The SIM/UICC does not ôtrustô the handset

SIM -card /UICC SAT applications communicates with the handset 
through ôproactive commandsô.

ÅHandset considered insecure in general. 

ÅThe SIM -Card /UICC to be considered as the ôsecured elementô

ÅImportant to limit which data to be exchanged between card
and hand -set, e.g., 

ï Card to handset: Display a specific message

ï Card to handset: request for specific keypad input

Tomorrow: may include formatted web pages with rich content. 
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Technology building on widely adopted standards & 
specifications:

Primarily:

ï 3GPP (3G ïUSIM and ISIM) 

ï GSM  (2G - SIM)

ï ETSI SCP (UICC)

Secondary:

ï GSMA

ï OMA

ï Global Platform

ï JAVA

ï NFC forum

ï and more
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Orchestrated ID system for SIM/UICC 
Telenor/Norway

The (U)SIM has become a powerful toolé
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Mobile - Internet  
Convergence & SSO note

IETF/Internet + GSM/3GSM = true (with SIM as merger)

AAA to the Internet is handled by IETF RADIUS or DIAMETER 
protocols, with IETF EAP -SIM and EAP -AKA as authentication 
protocol extensions that can utilize GSM/3GPP SIM/USIM 
identifiers and functions.

By combining this with SSO concepts like Liberty Alliance it has 
been demonstrated that the (U)SIM can provide both strong 
authentication and Single Sign -On properties for Web access.   

Ref. EU Fidelity project by Thanh et al. 

http://www.projectliberty.org/index.php/liberty/content/download/2395/15548/file/Fidelity -- 17102006.pdf

Internet + GSM
= TRUE

(with SIM as merger)
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On- line OTA RFM * management 
and end -end security capabilities

D

P
SIM Application Toolkit (SAT)OTA WIB

M  

N  

O  

UICC/SIM card

Over The Air ïRemote File Management

End-End protected (Encryption / Integrity)

GSM 03.48 Ą 3GPP 23.048

And/Or: WIB based (proprietary)

Strong algos: 2DES/3DES

Note: GSM/3G networks do only provide

protection on radio link for the user traffic

Hard - coded
pair - wise 

shared
symmetric keys

OTA Today: 
SMS as carrier 

Tomorrow: 
BIP / CAT_TP 

MNO: Mobile Network Operator, DP = Delivery Platform (server)
BIP: Bearer Independent Protocol CAT_TP: Card Application Toolkit Transport Protocol 
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OTA Today and Tomorrow

Today:

ÅConfiguration and WML scripting of SAT applications etc.

ÅTransfer of small user data transactions (SMS)

ï like signatures.

Tomorrow:

ÅDownloading of new applications (e.g., applets ïOTA RAM)

ÅTransfer of ôunlimitedô sized user data.  

SAT = Sim Application Toolkit
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Encryption 
aspects

User voice 
& data

MNO

Client (RFM)

Operator

(MNO)

OTA RFM - Remote File Management

3.Rd
party
SP or 
TSM

3.rd party

Security

Domain (SD)

Client (SAT)

Some Client Server Protocol 

OTA RFM                                  GSM 03.48

Global Platform                                    Security Channel

Radio Link
Encryption

Partitioned 
Communication

Really opening up for 
independent ID management


