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Those were the days..
Storm P. 1944.
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Identity systems and Security started early,
éalmost as old as creation itself.

But Identity systems came first:

- ôSo Adam gave names to all cattle, to the birds of the air, and 
to every beast of the field.ô(Genesis 2.19)

And since there is an asset (garden of Eden / tree of life etc):

- Apparently, there are threats and weaknesses 
Eve: ôThe serpent deceived me, and I ate.ô (Genesis 3.13)

And later, after eating the forbidden fruit of knowledge (!):

- óSo He drove out the man; and He placed cherubim at the east 
of the garden of Eden, and a flaming sword which turned 
every way, to guard the way to the tree of life.ô
(Genesis 3.24)

éééprobably the worldôs first reported access control system.

The invention of the SIM card had to wait for some years, however.
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What is electronic ID?

Some responses:

ÅòWhat I need and use to get access to my electronic servicesò 
(Mobey Forum 2008)

ÅHard to define ïITU -T has two major deliverables on IdM 
without being able to define the concept óIdentityô 

UICC = Universal Integrated Circuit Card (from 3G)

Electronic ID may comprise a set of data like keys and identifiers and also 
functions, protocols and infrastructures like PKI to provide:

ÅAuthentication, Authorization (for Access Control) and Audit

ÅElectronic Signatures for non - repudiation/Content Commitment

ÅSingle Sign -On (SSO) abilities

The SIM card ïor since 3G, the óUICCô, may cover many of these aspects.
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Scoping

The SIM card as a secure basis ID is here interpreted as a token 
or storage platform for:

- identifiers

- security functions for authentication, signatures, confidentiality 
and integrity.

- client programs where ID play an important role, like payment, 
net -banking, health records, etc.

- The security achieved due to the SIM card being under on - line 
MNO control when connected, and also benefitting from all 
aspects implied by the card being a part of a large ecosystem 
with many stakeholders with security targets.     
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Security Impact Argument Fields

These can be sorted into perspectives like:

ÅGeneral (G)

ÅTechnology (T)

ÅManagement (M)

ÅSociologic (S)

ÅOrganisatoric (O)

ÅBusiness (B)
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Stakeholders

MNO

Å AAA for protection of own business

End User

Å Access to resources

Regulators

Å E.g., forensics

3.Rd party SPs with security requirements

Åpiggy -backing own clients and managed Ids into existing portifolio of SIMs 

ï Benefitting  from the large infrastructure and connectivity of the mobile systems

ï The SIM Tokens already integrated and major cost taken by MNOs

ï Minimal education efforts on user groups.  
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The SIM card as a Secure Basis for ID 
General arguments

Å The very name: (U)SIM 
= (Universal) Subscriber Identity Module

Å Impact: SIM Card / UICC is a common factor in 3 -4 billion subscribersô 
devices and thus, under vast attention in the global arena. 

ï Many vendors to compete that also improves implementations from security 
point of view.

ï Cost: The high numbers also impact prices (MSPB).

ü Any other smartcards with cost down to 0,5 USD?

ï Awareness: people óknowsô it and its basic functionalities.

ï E.g. The use of PIN/PUK.  

ï Standardized technology (GSM/ETSI/3GPP) assuring its applicability in all 
sorts of devices (availability)

ï Usability: Carrier of identifiers for the worldôs most important legacy IdM 
system : Telephony

ï SIM: In use for some 20 years ïlong experience.

MSBP = More Security Per Buck
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Some factsé2007:
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All worldôs telephone catalogues
www.wayp.com

With associations to the SIM/UICC  - the óworldô can reach me.

(But notify that MSISDN numbers are not hardcoded in the SIM modules)
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Technicalities
HW-protection: 

A SIM /UICC is a smart card with internal processor, bus and 
storage.

ÅFulfilling the old TCSEC criteria to isolate sensitive data and 
functions on a separate and possibly small processing system 
(Trusted Security Base -TSB) that can be security evaluated.

- One example: 

Plus:

PKI-
enhance
-ments
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HW-protection: 

Åtampering protection

ï Can also be resistant to side channel attacks: 

Courtesy Dr. Klaus Vedder, Chairman ETSI SCP  


