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Those were the days..
Storm P. 1944,




ldentity systems and Security started early,
éal most as ol d as creation

But Identity systems came first:

- 05S0 Adam gave names to al/l C
to every beast (Gonksis2.1R) e f i el d.

attle, to
0
And since there is an asset (garden of Eden / tree of life etc):

- Apparently, there are threats and weaknesses
Eve: 0OThe serpent dece(Genssis3.1Bne , and |

And later, after eating the forbidden fruit of knowledge (!):

- 0So He drove out the man; and He pl ac
of the garden of Eden, and a flaming sword which turned
every way, to guard the way to the ¢tr

(Genesis 3.24)

éeeéprobably the worl dodos first reported

The invention of the SIM card had to wait for some years, however.
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What is electronic ID?

Some responses:

Aowhat | need and use to get access to
(Mobey Forum 2008)
A Hard to define i ITU-T has two major deliverables on IdM

without being able to define the conc

Electronic ID may comprise a set of data like keys and identifiers and also
functions, protocols and infrastructures like PKI to provide:

A Authentication, Authorization (for Access Control) and Audit
A Electronic Signatures for non  -repudiation/Content Commitment
A Single Sign -On (SSO) abilities

TheSIMcard T or since 3G, the o6UI CC6o, may <cove

UICC = Universal Integrated Circuit Card (from 3G)
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Scoping

The SIM card as a secure basis ID is here interpreted as a token
or storage platform for:

- identifiers

- security functions for authentication, signatures, confidentiality
and integrity.

- client programs where ID play an important role, like payment,
net - banking, health records, etc.

- The security achieved due to the SIM card being under on -line
MNO control when connected, and also benefitting from all

aspects implied by the card being a part of a large ecosystem

with many stakeholders with security targets.
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Security Impact Argument Fields

These can be sorted into perspectives like:
A General (G)

A Technology (T)

A Management (M)

A Sociologic (S)

A Organisatoric (O)

A Business (B)
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Stakeholders

MNO

A AAA for protection of own business

End User

A Access to resources

Regulators

A E.g., forensics

3.Rd party SPs with security requirements

A piggy -backing own clients and managed Ids into existing portifolio of SIMs
i Benefitting from the large infrastructure and connectivity of the mobile systems
I The SIM Tokens already integrated and major cost taken by MNOs
i Minimal education efforts on user groups.
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The SIM card as a Secure Basis for ID
General arguments

A The very name: (U)SIM
= (Universal) Subscriber Identity Module

A Impact: SIM Card / UICC is a common factor in 3 -4 billion subscr
devices and thus, under vast attention in the global arena.

i Many vendors to compete that also improves implementations from security
point of view.

i Cost: The high numbers also impact prices (MSPB).
U Any other smartcards with cost down to 0,5 USD?

i Awareness: people O6knowsd it and its basic fun
i E.g. The use of PIN/PUK.

i Standardized technology (GSM/ETSI/3GPP) assuring its applicability in all
sorts of devices (availability)

i Usability: Carrier of i1 dentifiers for the worl
system : Telephony

i SIM: In use for some 20 years I long experience.

MSBP = More Security Per Buck
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Some factse2007:

interesting SIM facts

With the amount of SiMsthar were deliverad
in 2087 worldwide alcne you couid ...

stack them
to a tower
1976 km high!

m

Putronas Towers  Sears Towar ML Bverest SINE TOwe
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More interesting SIM facts

With the amount of SIMs that have ever been
delivered you could ...

... place them next to each other
and go 20 times around the world!




Al | wor |
Www.wayp.com

With associations to the SIM/UICC

2 International White and Yellow Pages - Microsoft Internet Explorer provided by EDB Business Partner

cat al
BEN

dos

tel ephone

File Edit ‘“iew Faworites Tools Help
O Back - |ﬂ |E| . / ) Search v Favorites 04 =T LT_._:'J E’z@ ﬂ :"?.
address [{&] htkpeffww.wayp. com/ v ﬂ Go  Links **
Google v | 2 search -+ () cpr B+ ¥ Bookmarks~ ¥ Check - g - Sign In
A
International White and Yellow Pages wwwwamp.com
International telephone divectory, inquiry names, addresses, telephones and faxes.
0TS Group International White Pages Directory
databaze rianagernent, adressen, Search for Free by Narme, Business,
leadgeneratie, incaszo, fulfilment Addreszs or Phone Murmber, Accurate!
Ads by Google
A ™ . .
Select Continent:
Africa @ America @ Asia @ Europe « South Pacific
UEA -Canada - Hethetlands - France - Germanty - Germaty vellow- Spain
- India - India vellowpages - South Africa - United Kingdom - China - Taiwan - [reland - Poland - Horwray
International Financial Pages - Universities Worldwide - International dialing codes - US4 area/zip codes
v
&) & Local intranet

-the 6worl dé can

(But notify that MSISDN numbers are not hardcoded in the SIM modules)
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Technicalities
HW - protection:

A SIM /UICC is a smart card with internal processor, bus and
storage.

A Fulfilling the old TCSEC criteria to isolate sensitive data and
functions on a separate and possibly small processing system
(Trusted Security Base  -TSB) that can be security evaluated.

- One example:

|
‘ NI ROM
15 KB 400 KB 80 KB |

II"..-'Ie-rﬂ'::rie-s E
—VCC» _ CPU -—- -— | — — -

—GND»| Security Input with MED,
—CLK+»[ Logic [ Logic [ VMS ﬁ.ddress and Data Bus
—RST» | .
0> I — iz T’i ' Copro. | jj—l Plus:
[Peripheral? | | Cessors=._ .~ ﬂ_
i DPM| | ICU || Timer .| Crypto % PKI-
_____+_______J — _4\\|_|— enhance
-ments

Figure 1: Block diagram of the SLESSCFX4000F hardware components
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HW - protection:

A tampering protection

T Can also be resistant to side channel attacks:

Calculating the secret key from hundreds of power
consumption measurings using statistical methods (DPA attacks)

Correlation on output S-box with usage of the right key

0.08 0.08-

carrelation

correlation

005 Q.08
0 5000 10000 15000 20000 26000 30000 35000 40000 0 8000 10000 16000 20000 25000 30000 35000 40000
time: time
Straightforward implementation Implementation with countermeasures

Courtesy Dr. Klaus Vedder, Chairman ETSI SCP
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SIM/UICCs options
Common Criteria evaluated hw platform:

Evaluation Results: e .typically EAL 4+ (v or higher
PP Conformance: Protection Profile BSI-PP-0002-2001
Functionality: BSI-PP-0002-2001 conformant plus product specific extensions

Common Criteria Part 2 extended
Assurance Package: Common Criteria Part 3 conformant
EALS augmented by:
\“@ ALC_DVS.2 (Life cycle support - Sufficiency of security measures),
AVA_MSU.3 (Vulnerability assessment - Analysis and testing for insecure states),
AVA_VLA.4 (Vulnerability assessment - Highly resistant)

This certificate applies only fo the specific version and release of the product in its evaluated
configuration and in conjunction with the complete Certification Report.

The evaluation has been conducted in accordance with the provisions of the certification scheme
of the German Federal Office for Information Security (BS!) and the conclusions of the evaluation
facility in the evaluation technical report are consistent with the evidence adduced.

The notes mentioned on the reverse side are part of this certificate.

IT
Bonn, 23. March 2006 :
; M
The Presiderifof the'Federal Office Sec.u. Ty
for Inform_ wnfSecunty i\ Certified

/ g‘ ‘l }
/ & & SOGIS - MRA
Df. I-ﬁel & &/

(*) also ~level for payment cards, passports and SSCD

Ref. EPL: http://www.commoncriteriaportal.ora/products_|C.html#IC
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Dedicated crypto coprocessor

Standard:

ARandom generator
A (3)DES

Options
I AES
I SHA1l A SHA 256
I RSA 1024 A RSA 2048
i Elliptic curve (EC)
i Internal Asymmetric PKI Key pair generator

Comparable to some extent with CEN CWA EAL4+ SSCD: Class C

(Secure Signature Creation Device).
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Building on the UICC platform:
UICC - 2G & 3G & SAT Applications

Roaming
access module
(2G)

ID: IMSI & Ki
A3/A8 algnq

S
(2G136)

Roaming
access module
(3G)

ID: IMSI & AKA

alaos
~J

IMS access
SIP IDs:
IMPI/IMPU

v

Wireless . . . . Framework for
Internet WAES SImApplication oGl KIt (SAT)
Browser , _Oth?f
applications
PHONERBOK
Plug -ins _
for PKI. Q. 5%/ Fllg=sYs |/
Telenor [/@=DriVEISIEICT
since 2001
2009: also U ICC
for BankID
h_ /
e GSM Allocated
1-3 Unused (2G/3G) IFs

(5 connectors)
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Building on the UICC platform:
UICC - 2G & 3G & SAT Applications

Wireless
Internet
Browser

Plug -in

for PKI.
Telenor

since 2001

2009: also
for BankID

S
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P Sieriziiire
Eunetion

Framework for

Other
applications

WAS D SIMTADGTicat on o oIKIt(SAT)

PHONERBOK

OPRSYS/AEIEESYSY,
[/@=DriVEISIEICT

UiEE

e GSM Allocated

1-3 Unused (2G/3G) IFs
(5 connectors)



éétomorrow:. my
becoming mye. ..

o telenor
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Signature / ID token with/ without payment 18
services

Signature
applications/forms
Smart Car - bank/finance/loan
- Stock purchasing
!,!E - public affairs:

aAb (eg. tax reports )

- university exams
and:
- Auction bids
- eVoting
- invoice
- work -flow controls
OR WHATEVER IS
NEEDED
TO BE SIGNED

Transactions scemes:

Electronic ID Message
PKI (| services
Credit N —
Card Payment by ePurse Games/
Electronic Lotto
Electont J:> 52

Payment/ :g

~>| ePurse mCommerce,\@/’/
Bank Account Visa, Bank 9 Invoices etc.

SSCD = Secure Signature Creation Device



WIB and Proactive commands
The SI M/ U CC does not Ot r uc¢

SIM -card /UICC SAT applications communicates with the handset
through 6 proacti ve commandsao.

A Handset considered insecure in general.
ATheSIM-Card /UICC to be considered as th

A Important to limit which data to be exchanged between card
and hand -set, e.g.,

I Card to handset: Display a specific message

I Card to handset: request for specific keypad input

Tomorrow: may include formatted web pages with rich content.

V 4 ‘ telenor
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Technology building on widely adopted standards &
specifications:

Primarily:
i 3GPP (3G 1 USIM and ISIM)
I GSM (2G - SIM)
i ETSI SCP (UICC)
Secondary:
I GSMA
I OMA
i Global Platform
T JAVA
I NFC forum

T and more
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Orchestrated ID system for SIM/UICC
Telenor/Norway

The (U)SI M has become a powerful tool e

V4 \ telenor
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http://www.wayp.com/

Mobile - Internet
Convergence & SSO note

IETF/Internet + GSM/3GSM = true (with SIM as merger)

AAA to the Internet is handled by IETF RADIUS or DIAMETER
protocols, with IETF EAP  -SIM and EAP -AKA as authentication
protocol extensions that can utilize GSM/3GPP SIM/USIM
identifiers and functions.

By combining this with SSO concepts like Liberty AllianceNghas
been demonstrated that the (U)SIM can provide both strond
authentication and Single Sign -On properties for Web act

Ref. EU Fidelity project by Thanh et al.

http://www.projectliberty.org/index.php/liberty/content/download/2395/15548/file/Fidelity -- 171020

(with SIM as merger)
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On-line OTA RFM * management OTA Today:

and end -end security capabilities SMS as carrier
Tomorrow:
UICC/SIM card BIP / CAT TP
A
O L
M = m .
N E OIA JWIB’ SIMIARpRlication e BIKit(SAT)
o |

___________________________________________________________

Hard -coded
pair -wise
shared
symmetric keys

End-End protected (Encryption / Integrity)
GSM 03.48 A 3GPP 23.048

And/Or: WIB based (proprietary) © © {
Strong algos: 2DES/3DES

Note: GSM/3G networks do only provide
protection on radio link for the user traffic

MNO: Mobile Network Operator, DP = Delivery Platform (server)
BIP: Bearer Independent Protocol CAT_TP: Card Application Toolkit Transport Protocol

& telenar
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OTA Today and Tomorrow

Today:
A Configuration and WML scripting of SAT applications etc.

A Transfer of small user data transactions (SMS)

I like signatures.

Tomorrow:
A Downloading of new applications (e.g., applets I OTA RAM)
ATransfer of ounlimitedd sized user da

SAT = Sim Application Toolkit
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Partitioned

Encryption
Communication

aspects

T 2

ellaliill  Radio Link _
Encryption | |
Global Platform rity Channel

3.Rd
party
SP or |70perator y 2£Suﬁﬁryty

MNO
TSM ( ) MNO Domain (SD)

Client (RFM) Client (SAT)
Really opening up for
independent ID management
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